
About Maine’s Statewide 
Health Information Exchange

Overview of HealthInfoNet and our role in serving Maine’s health care communities
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Objectives

GETTING STARTED

01 Learn about the mission, connections, and services
of Maine’s statewide Health Information Exchange

02 Understand the available consent choices that individuals 
have for sharing their health information with HealthInfoNet

03 Provide information about HealthInfoNet’s education and 
training opportunities
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From the mountains to the coast, 
HealthInfoNet’s health information 
services are used by clinical and 
community providers to inform the 
care they provide to their 
communities. Our guiding principle is 
to endlessly craft better, easier, and 
safer solutions to facilitate 
improvements in health outcomes, 
risks, conditions, and drivers.

Formally established as “HealthInfoNet” 
in 2006 after a successful feasibility study 

led by the Maine Health Information Center

Designated in Maine law in 2010 by then 
Governor Baldacci as operator of Maine’s 
statewide Health Information Exchange

Nonprofit 501(c)3 supporting health care 
communities in improving the quality and 

safety of care delivered to individuals

Company

ABOUT
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Building connections with 
clinical and community providers 
throughout Maine and beyond 
to support our communities in 
improving the care delivered to 
the individuals they serve.

All Health Systems and Hospitals

All Federally Qualified Health Centers, 
Over 85% Ambulatory Facilities

NorDx, Quest, Dahl-
Chase, HETL Laboratories

Surescripts, MaineCare 
Pharmacy Claims

Maine Emergency Medical Services

Some Behavioral Health Facilities

Majority of Long-Term Care Facilities

State Department of Corrections, 
Prescription Monitoring Program, 

Immunization Registry

Data Connections

ABOUT

For more detailed information 
about our data connections, view 

the Data Coverage Report found on 
the Clinical Portal service login screen
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Enables access to the Veterans Affairs, 
Department of Defense, and United States 

Coast Guard health record systems

Data Connections

ABOUT

Access to the eHealth Exchange 
is available within the Clinical Portal 

service’s “eHealth Record” tab
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As health care service 
delivery evolves to 
account for various 
medical and social 
circumstances, so are 
the data sets we’re 
compiling to tell an 
individual’s story of 
health and wellness.

Allergies & 
Adverse Effects

Vital Signs & 
Immunization History

Radiology Reports

Laboratory & 
Microbiology Results

Social Health 
Information

Demographics 
& Personal 

Characteristics

Medication HistoryEncounter History

Documentation

Data Sets

ABOUT
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Overview of the services available to participating health care providers
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Health Information Services

SERVICES

Data Aggregation

Participant 
Data System

Maine CDC 

Participant 
Users

Public Health

Clinical Portal Notifications Analytics

Syndromic Surveillance

Electronic Laboratory

Immunization Registry
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Data Aggregation Clinical Portal Notifications Analytics Public Health

Data Collection Capabilities Data Enhancement Capabilities

• Clinical data sets (HL7 v.2.x, CCDA)

• Eligibility and claims data sets

• Community and social services data sets

• Data clearinghouse data sets 
(e.g., Surescripts medications)

• Mapping local codes into industry standard value sets

• Identifying unique individuals across time and events

• Attributing individuals to care planning panels

• Blocking and sequestering sensitive health information

Collecting & Enriching Complex Health Information

SERVICES

© 2024 HealthInfoNet • All Rights Reserved • About Maine’s Statewide Health Information Exchange 



10

Data Aggregation Clinical Portal Notifications Analytics Public Health

Overview Key Features

Our Clinical Portal electronic health 
record service gives our participants 
the ability to securely retrieve real-
time health information for the 
individuals they serve at the point 
of care. The service is available in 
both web-based and EHR-integrated 
formats depending on participants’ 
preferences and capabilities.

• Review an individual's consolidated demographics, allergies, active 
problems, medications, encounters, test results, vitals, immunizations, 
and other important documentation

• Streamline system logins by accessing Maine's Prescription 
Monitoring Program system and the national eHealth Exchange 
network (including Veterans Affairs, Coast Guard, and Department of 
Defense health records) directly within workflows

• Leverage user management and privacy auditing capabilities to ensure 
service usage is authorized and appropriate

Building Comprehensive Views Into Health & Wellness

SERVICES
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Clinical Portal
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Clinical Portal InContextSERVICES

Screenshot of Northern Light Health’s 
implementation of the Clinical Portal 

InContext service within its Cerner EHR
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Data Aggregation Clinical Portal Notifications Analytics Public Health

Overview Key Features

Our Notifications service delivers 
real-time and/or daily email-based 
messages to our participants about 
the time-sensitive health-related 
events had by the individuals they 
serve. That way, care teams can 
intervene early and initiate 
actionable care plans.

• Identify the specific individuals to receive alerts on

• Manage the types of alerts to receive

• Leverage auditing capabilities to identify the alerts that were 
delivered to users

Sending Real-Time Care Alerts

SERVICES
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NotificationsSERVICES
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Data Aggregation Clinical Portal Notifications Analytics Public Health

Overview Key Features

Our Health Analytics Reporting Platform 
(HARP) service curates use-case driven 
insights through both population- 
and person-level analyses. Its suite 
of reporting dashboards gives our 
participants the ability to 
retrospectively identify and 
prospectively prepare for the health-
related outcomes, risks, conditions, and 
drivers of the individuals they serve.

• Monitor individuals at elevated risk of readmission to Inpatient and 
Emergency Department settings

• Better target care for individuals with chronic conditions

• Identify individuals at risk for future medical conditions, events of 
care, and health care utilization

• Determine compliance of standard quality measurement and fill data 
gaps accordingly

Translating Complex Data Sets Into Actionable Analytics

SERVICES
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Health Analytics Reporting Platform
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Data Aggregation Clinical Portal Notifications Analytics Public Health

Overview Key Features

Our Public Health Reporting service 
notifies the Maine Centers for Disease 
Control and Prevention in real-time of 
critical public health events present in 
our participants’ data sets, including 
syndromic surveillance, electronic 
laboratory, and immunization reporting.

• Enable the reporting of events of care including chief complaints 
indicating a possible disease or condition that requires 
review/intervention (Syndromic Surveillance)

• Enable the reporting of laboratory results that indicate the existence 
of any of the 72 diseases that requires review/intervention (Electronic 
Laboratory)

• Enable the reporting of all state-supplied vaccine administration data 
to the Maine Immunization Information System (ImmPact) as required 
(Immunization)

Alerting Maine CDC Of Critical Public Health Events

SERVICES
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• A virtual private network (VPN) connection, protected by a dedicated firewall, is established 
between HealthInfoNet and our participants

• Data is encrypted in motion and at rest and is stored separately

• All users are given unique, complex passwords approved and managed by their help desks

• User- and patient-level service activity logs are audited by HealthInfoNet staff and 
participants’ compliance staff via our “auditor” user role

• Authorized users must confirm their treating relationship with an individual before accessing 
their health record; auditing occurs with each click made by a user in our services

Privacy & Security Practices

SERVICES
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Consent Choices

Overview of individuals’ consent choices for sharing health information with HealthInfoNet
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Consent Roles & Responsibilities

• HealthInfoNet is responsible for managing the 
HIE’s consent options – not participating 
organizations

• The consent relationship is between the 
individual and HealthInfoNet

• Participating organizations are required to educate 
individuals about the HIE’s consent options at least 
once in their interactions (and subsequently should 
patients change their choices)

• Consent choices are universal – individuals cannot 
make participant-/provider-specific choices

CONSENT
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• Maine law allows HIE participants to send mental 
health information if HealthInfoNet:

― Maintains an opt-in consent policy for sharing 
the information with (a) all HIE-participating 
providers ongoing or (b) only providers at the 
point of care via one-time verbal authorization

― Enforces protections on viewing the information 
by requiring HIE-participating providers to unlock 
the data in an individual’s health record and 
provide their reason for doing so, including an 
“emergency” access option

Sensitive InformationGeneral Medical

• Maine law requires HealthInfoNet and all HIE 
participants to follow an opt-out consent policy for 
sharing general medical information

• Patients can opt-out on paper or online

• When patients choose to opt-out, they opt-out once 
for all care locations, at which point their health 
information is completely removed from the HIE

• Patients can always choose to opt-back-in; however, 
their information will only be available in the HIE from 
that point going forward

Consent Policy

CONSENT
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Share General 
Medical Information

Share Mental Health 
Information

Do Not Share General 
Medical Information

Do Not Share Mental 
Health Information

No Action Needed

General medical information
is automatically shared 
with HealthInfoNet by 
participating providers.

Opt-Out (General Medical)

Individuals can always 
subsequently choose to opt-
back-in if they change their 
mind at a later date.

Opt-In (Sensitive Health)

Without an opt-in decision, 
sensitive health information is 
available only in the event of 
an emergency or with one-
time verbal authorization.

Opt-Out (Sensitive Health)

Individuals can always 
subsequently choose to opt-
back-in if they change their 
mind at a later date.

Consent Choices

CONSENT
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Training & Education

Overview of available training and education services offered by HealthInfoNet
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Education 
Opportunities

EDUCATION

On-Demand Tutorials

Watch our video-based learning 
tutorials that provide in-depth 

reviews of our health information 
services, including top use cases, 

interventions, and workflows

Personal Support

Schedule time with our 
Clinical Education team at 

your convenience for support 
tailored to your and/or your 

organization’s educational needs

Webinars

Listen to our team and subject 
matter experts discuss how our 
health information services can 
be applied to effect change in 

your communities

Documentation

View detailed materials about 
our participation requirements, 
service functionality, technical 

methodologies, and case studies

Visit our online education portal

www.hinfonetacademy.org

Visit our online support portal

https://hinfonet.atlassian.net/
servicedesk

Contact our team

clinicaleducation@hinfonet.org
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60 Pineland Drive
Auburn Hall, Suite 305
New Gloucester, ME 04260

www.hinfonet.org

clinicaleducation@hinfonet.org 207-541-9250
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